Data Admin Service

Best Practices

Issue 01
Date 2023-12-30

HUAWEI

HUAWEI TECHNOLOGIES CO., LTD.



Copyright © Huawei Technologies Co., Ltd. 2024. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of Huawei Technologies Co., Ltd.

Trademarks and Permissions

QD

nuawer and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd.
All other trademarks and trade names mentioned in this document are the property of their respective
holders.

Notice

The purchased products, services and features are stipulated by the contract made between Huawei and
the customer. All or part of the products, services and features described in this document may not be
within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements,
information, and recommendations in this document are provided "AS IS" without warranties, guarantees
or representations of any kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Issue 01 (2023-12-30) Copyright © Huawei Technologies Co., Ltd. i



Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Issue 01 (2023-12-30) Copyright © Huawei Technologies Co., Ltd. i


https://www.huawei.com/en/psirt/vul-response-process
https://securitybulletin.huawei.com/enterprise/en/security-advisory

Data Admin Service

Best Practices Contents

Contents
1 How Do | Use DAS to Log In to an Instance Using a Read-Only Account?............... 1
2 How Do | Check and Optimize Tables by Checking Top SQL?........ccoeeveevecrerceecercennnes 6

Issue 01 (2023-12-30) Copyright © Huawei Technologies Co., Ltd. iii



Data Admin Service 1 How Do | Use DAS to Log In to an Instance Using
Best Practices a Read-Only Account?

How Do | Use DAS to Log In to an
Instance Using a Read-Only Account?

System permission policies of Data Admin Service (DAS) do not support read-only
accounts. However, you can create a custom policy on the IAM console and assign
the read-only permission on DAS.

Differences Between IAM Permissions and Database Permissions

As a management plane service, DAS does not allow users to add, delete, or
modify instances. Only adding, deleting, and modifying instance login information
are allowed on the DAS console.

IAM permission control applies to DAS only before you log in to an instance. After
you have logged in to the instance, permissions are assigned by your database
account.

You can use IAM Permissions Management to control whether IAM users can
add, delete, and modify instance logins and whether they can log in to an
instance. After a user logs in to an instance, only the database account controls
whether the user can execute SQL statements.

Procedure

Step 1 Log in to the IAM console using a Huawei ID account.
Step 2 Create a custom permission policy.

1. In the navigation pane, choose Permissions > Policies/Roles and click Create
Custom Policy.

2. Configure parameters.

Figure 1-1 Configuring a custom permission policy
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Table 1-1 Parameter description

Parameter Description Example
Policy Name Customize a name. das-log-database
Policy View Select Visual editor or | Visual editor
JSON.
Policy Content Choose DAS and add das:connections:login

the read-only
permission as required.

Take the
das:connections:login
permission as an
example. A user or user
group with this
permission can only log
in to an instance using
DAS.

Click OK. You can then view the created custom permission policy on the
Policies/Roles page.

Figure 1-2 The created custom permissions policy

Step 3 Create a user group and assign the custom permission policy created in Step 2 to
the user group.

1.

In the navigation pane on the left, choose User Groups. Then, click Create
User Group. In the displayed dialog box, specify the user group name and
click OK.

Locate the target user group and click Authorize in the Operation column.
On the displayed page, select the custom policy created in Step 2.

Figure 1-3 Authorization

Click Next, select All resources, click OK, and complete subsequent
operations.

Step 4 Create a user and add it to the user group.

1.

In the navigation pane, choose Users and click Create. On the displayed page,
set user basic information.
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Figure 1-4 Setting user basic information

2. Click Next to add the current user to the user group created in Step 3.

Figure 1-5 Adding a user to a user group

Available User Groups (7) Q Selected User Groups (1)

User Group Name/Description User Group Name/Description

das-test

das-tes!

)

3. Click Create User to create an IAM user. The user has only the permission to
log in to the instance on DAS.

Step 5 Create a read-only account. An RDS for MySQL instance is used in this example.

1. Log in to the RDS console.
2. On the Instances page, locate the target instance and click its name.

3. In the navigation tree on the left, choose Accounts. On the displayed page,
click Create Account.
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Step 6 Authorize the read-only permission to the IAM user.

Figure 1-6 Creating a read-only account

Create Account
Usemame rds-test @
Host IP Address % @
Dalabase Database Not Authorized Database Aut... Permission
(®) Read only
database
Read and write
Password ©
Confirm Passworg | sssswasss ®

T you require fined-grained authorization, log in fo the database.

“ CEHEEI

(11 NOTE

You can also log in to the RDS for MySQL instance and run the following commands

to create a read-only account:

CREATE USER 'db_read_only'@'%' IDENTIFIED BY "***ikiit,

GRANT SELECT ON *.* TO 'db_read_only'@'%';
FLUSH PRIVILEGES;

Log in to the DAS console using the Huawei ID account.

Use the read-only account to add a login.

In the navigation tree on the left, choose Development Tool. On the My DB

Instance Logins tab page, click Add Login.

Add Login
DB Engine MySQL
DB Instance DB Engine Versi DB Instance Type
0 6: MysSQL 5.7 Hi
Total Records: 1
Login Username rds-test
Passwor d = Test Ci ti

Connection is successful

Remember Password Your password will be encrypted and stored securely

The login username is the read-only account created in Step 5.
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3. Share the login information of the read-only account with the IAM user.

Locate the target instance and click the number in the Additional Users
column.

Figure 1-7 Sharing a login with an IAM user

Click Add User. On the displayed page, specify the expiration time, select
Synchronize IAM account for Adding Method, then select the IAM account
created in Step 4 for Users to Select, and click OK.

Figure 1-8 Adding a user

X
Add User
Exp
matically cancel the sharing of this database login at 00:00:00 on the expiration date. There may be a delay if
Adding Method Manual input Synchronize IAM account Synchronize EPS user
unt

User.

User ID Username

user-test
Selected Users User ID Username
user-tes

Step 7 Log in to DAS using the IAM account created in Step 4, and verify that it has the
read-only permission.

Figure 1-9 Verifying the read-only permission

View My User D ALLDE nstances « | [ At0B engnes - c

After logging in to DAS as the IAM user, choose Development Tool > DB Instance
Logins Shared by Others to view the logins shared by the Huawei account. Only
Log In is displayed in the Operation column.

--—-End
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How Do | Check and Optimize Tables by
Checking Top SQL?

Example Problem

A user found in the exported logs that it took more than 2s for a SELECT
statement to query information of table test and the lock wait duration was long.

Suggestion
e Add indexes.
e  Optimize tables

Procedure
Step 1 Log in to the DAS console.
Step 2 Choose Intelligent O&M > Instance List.
Step 3 On the Instance Overview page, locate the instance you want to view and click

Details.

Figure 2-1 Intelligent O&M instance overview page

Intelligent O&M  Development Tool  Enterprise Change Approval  Learn more

‘ @ Used/Total Quota: 2/4. After paid Instances are set, you can use advanced features ke SQL statement concurrency control, and view data in the performance history, slow query logs, and SQL explorer in a longer period of time. ~ Set as Paid

Batch Set as Paid RDSDBInst. v | | MysQL v | | DBinsa. ¥
Instance Overview
Total Instances Instances Wi Instances with Slow Query Log Disabled Instances with SQU Explorer Disabled Abnormal Instances
33 set Login Account 26 s 37 enable 30 enable 12
‘ @ Last synchronized: Oct 24, 2022 09:37:31 GMT=08:00. Synchronize instances in a timely manner.
Avallable  Abnormal metric data M Abnormal Instances Synchronize Instances Set Displayed Metrics Sorting Lst View Refresh

e | —
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Step 4 On the displayed page, choose SQL > SQL Explorer.
Step 5 Click the TOP SQL tab.

Figure 2-2 TOP SQL

Slow Query Logs SQL Explorer SQL Diagnosis

@ The current instance is a

[EESENl lest3houss  LastGhours | Oct24,2022085056 — Oct 24,2022 105056 B quey

Execution Duration Distribution

Executions

02 10:28:30
20; 125/10/24
Exe ed0ms ~@~ 100ms-500ms 500ms-1s >1s
Top SQL templates | 30 Bpot | @
Database Name  SQLStatement.. TotalBe. {= Avg.Dum.. IF TotalDur. IS Avg.lock. = Avg.San. IS AvgRow. JE AwgRow. IS Openation
select 2 35 0 301 Detal

Step 6 In the template list, locate the required SELECT template and click Details in the
Operation column.

Step 7 In the SQL statement list, locate database db_test whose template execution took
over 2s.

Figure 2-3 SQL statements

Execution Duration Distribution
Executions

1007:30 101" 30
2022/10/24 2022710/ 202271024 2023,

Top s et [ oo |[®@
Database Name ~ SQLStatement.. TotalBxe.. {= Avg.Dura.. I¥ TotalDur. = Avg.lock. JE Avg.San. J= Avg.Row. {E Avg.Row.. J= Operation
. .
=] db_d7a4_0006 select 1 2 2 0 9 9 Details
d7a4_00« 1 1 1 o 1.36K 0 679 Details

Step 8 Log in to the target instance on the Development Tool page and choose
Database Management. Select the database found in Step 7. Choose Tables in
the navigation pane on the left, locate the table that you want to view, and click
View in the Operation column. View the index length and row count in the table.
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Figure 2-4 Viewing table details
. X
View Table
Basic Information DDL
Column Name Value
1 Database db_test
2 Table Name
3 Row Count 0(Estimated)
4 Data Length
5 Index Length
6 Character Set utfémb4
7 Collation utf@mb4_general_ci
2 Row Format Dynamic
9 Created

=

Tables tab and click Query SQL Statements.

Figure 2-5 SQL Window

Step 9 (Example) If there are few indexes, click Alter and add indexes. Return to the

&, CureniDatvaselb_test crange [RR—— Data Dictonary Ao eidata Colecton® @
Obids | Metadata Caecon

° weo T Coteto

Tables ‘ + Create Table Q

view ‘ @ Statsics are read from informaton_schema.ables and ae notupdated i rea tm, To abtain reaime data, youcan Updat th tabl b \ZE TABLE statement. This ma nis

Table Name Created : Index
e
et Estmate S— S——
T
I To7age | TotaRecots 1
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